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Abstract:

Adverse drug reactions (ADRs) remain a major global challenge, contributing substan-
tially to patient morbidity, mortality, and healthcare costs. Traditional pharmacovigilance
approaches—spontaneous reporting and post-marketing surveillance—are hampered by
underreporting, delays, and limited contextual data. The growing availability of electronic
health records (EHRs), which capture longitudinal structured and unstructured patient
information, presents an unprecedented opportunity to advance ADR prediction. This nar-
rative review synthesizes recent progress in developing and validating predictive models
that leverage EHRs, highlighting methodological approaches, challenges, and future di-
rections. Predictive strategies range from traditional regression models to advanced ma-
chine learning and deep learning architectures, with multimodal frameworks increasingly
integrating structured fields (demographics, labs, prescriptions) and unstructured clinical
text through natural language processing. While ensemble and deep learning methods
demonstrate superior performance, issues of data quality, missingness, bias, and interpret-
ability persist. Robust validation frameworks—spanning internal cross-validation to
multi-center external testing —are critical to ensure generalizability and clinical trustwor-
thiness. Ethical considerations, including fairness, privacy, and transparency, remain cen-
tral to safe deployment. Looking forward, promising avenues include federated learning
across institutions, integration of multi-omics and pharmacogenomic data, explainable Al
tailored for clinical use, and real-time monitoring through digital twin frameworks. These
trajectories, combined with robust governance and clinician—data scientist collaboration,
have the potential to transform ADR detection from a reactive process to proactive, per-
sonalized prevention. By synthesizing the existing evidence, this review provides insights
into the development of more effective predictive models for ADRs and informs strategies
for improving pharmacovigilance. This study will contribute to the ongoing efforts to lev-
erage EHRs and predictive models for improving patient outcomes and reducing the bur-
den of ADRs.

Keywords: Adverse Drug Reactions (ADRs); Electronic Health Records (EHRs); Predictive
Modeling; Machine Learning; Pharmacovigilance; Artificial Intelligence (AI)
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Introduction

Adverse drug reactions (ADRs) is a persistent,
challenging and life threatening event encountered in
modern medicine which is of public health concern.
These unintended, harmful responses to medications —
occurring at doses normally used for prophylaxis, diag-
nosis, or therapy —are a major cause of patient morbid-
ity and mortality worldwide [1]. The spectrum of ADRs
ranges from mild discomforts to severe, life-threatening
events, and their unpredictability complicates efforts to
mitigate risk. Clinical trials and pre-marketing studies
often fail to identify the full range of ADRs, leaving cli-
nicians and health systems to depend heavily on post-
marketing surveillance, spontaneous reporting sys-
tems, and case studies. Yet these traditional methods
are hampered by underreporting, delayed detection,
and lack of detailed clinical context [1, 2].

The burden of ADRs on patient safety and
healthcare systems is substantial. It has been estimated
that ADRs account for between 3.6% and 6.5% of hospi-
tal admissions [3], with as many as 10-20% of hospital-
ized patients developing ADRs during their stay [4];
whereas 16% mortality rate was recorded to be associ-
ated with ADRs in a cross-sectional survey conducted
in South Africa [5]. In older adult populations, the prev-
alence of ADRs is 11% [6], and it is responsible for 3.3%
of hospital admissions, especially amid polypharmacy
and multiple comorbid conditions [7]. Beyond patient
harm, ADRs impose a significant economic cost on
healthcare systems: increased length of stay, extra diag-
nostic and therapeutic interventions, and in some cases
long-term disability. From the perspective of pharma-
covigilance, the challenge is heightened by system inef-
ficiencies —including delays in signal detection, incom-
plete reporting, and limited data on patient-level risk
factors.

In recent years, Electronic Health Records (EHRs)
have emerged as a promising resource to ameliorate
many of these limitations. Data contained in EHRs is
broadly categorized into structured data and unstruc-
tured data. The structured data include the following
information demographics, diagnoses, prescriptions,
laboratory results and imaging. On the other hand, the
unstructured data include data contained in clinical
notes. This category of data provides longitudinal, real-
world views of patient health trajectories [1, 8], as well
as an opportunity to first hand information relating to
drug administration over time, co-morbidities, concom-
itant drug administration as well as outcomes of ther-
apy (including clinical, patient, economic and human-
istic outcomes) [9, 10]. In addition, data from EHRs

significantly support research (including both retro-
spective and prospective studies) and offer opportuni-
ties for improved statistical power as well as generali-
zability as EHR feature large sample size.

Complementing the availability of rich EHR data,
predictive modeling using artificial intelligence (AI)
and machine learning (ML) has become a dynamic and
rapidly expanding strategy to identify patients at risk of
ADRs before harm occurs. Machine learning models —
such as random forests, gradient boosting, support-vec-
tor machines —and more recently, deep learning archi-
tectures, knowledge graph embeddings, and attention
mechanisms have been applied both to structured EHR
data and unstructured clinical text [11, 12]. These ap-
proaches have shown promise: for example, Al-based
models have achieved high sensitivity and specificity in
certain settings, such as oncology or neonatology, and
risk scores have been proposed to classify high versus
low ADR risk in vulnerable populations [13, 14]. None-
theless, challenges remain around model validation,
transportability, interpretability, and bias.

This narrative review aims to synthesize recent
advances in the development and validation of predic-
tive models for ADRs using EHR data. Specifically, our
objectives are: (1) to map the landscape of existing
ADR-prediction models built from EHRs; (2) to exam-
ine the methodologies used for model development—
including feature engineering, model selection, and use
of structured versus unstructured data; (3) to evaluate
how these models have been validated (internal and ex-
ternal), and assess reported performance metrics such
as discrimination, calibration, and clinical usefulness;
(4) to discuss key challenges (e.g., data quality, missing-
ness, bias, interpretability) and ethical considerations;
and (5) to propose future directions and recommenda-
tions for research, clinical translation, and governance.
By providing this synthesis, we expect this review will
help researchers, clinicians, and policymakers to under-
stand what has been achieved, what gaps remain, and
how best to leverage EHR-driven predictive modeling
in ADR prevention to improve patient safety.
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Methodology

PubMed and Google Scholar were the principal
sources of literature for this review. Additionally, the
reference list of the studied literature was examined to
pinpoint more relevant publications. We subsequently
examined and integrated findings from the relevant lit-
erature thematically in relation to the topic.

Electronic Health Records as a Data Source for
ADR Prediction

Electronic Health Records (EHRs) data that cap-
tures a patient’s journey through healthcare thereby en-
abling the identification of adverse drug reactions.
Hence, such data offer a wide range of opportunities
owing to the fact that they provide patient follow-up in-
formation across interventions as well as medical and
medication records, laboratory investigations and re-
sults and pertinent information on responses to various
medication classes. This enables not only retrospective
studies of ADRs but also potentially near-real-time
monitoring. However, EHRs provide valuable in-
sights into real-world clinical practice compared to the
controlled environment of clinical trials. Therefore they
feature different patient populations as well as multiple
comorbidities, polypharmacies that are often un-
derrepresented in trial data. With this real-world fea-
tures of EHRs medication usage data including drug
usage patterns, off-label uses, and rare ADRs may be
more visible [14].

Notwithstanding, the adoption of EHRs data for
ADR prediction models should be with caution to
strengthen data validity and generalizability of findings
as EHRs face numerous drawbacks. Amongst such ob-
stacles is “data heterogeneity”. This is because different
healthcare systems use different coding methods, ter-
minologies, and different EHR platforms. Laboratory
test names or units may differ; medication names may
be non-standardized; adverse events may be recorded
with different vocabularies. Missing data is pervasive:
structured fields may be blank, or lab tests may be or-
dered infrequently; crucial exposures or outcomes may
be absent or mis-recorded. Coding errors occur, both in
diagnoses and medications: misclassification or under-
coding of ADRs is common. Privacy and governance
concerns complicate data access and sharing, especially
when unstructured clinical notes might contain identi-
fiable or sensitive information.

Within this mixed data environment, Natural
Language Processing (NLP) plays a crucial role in ex-
tracting ADR signals from unstructured clinical text.

Clinical notes often contain descriptions of symptoms,
side effects, drug tolerability, temporal relationships
(e.g., when a reaction started relative to drug admin-
istration), and free-text contextual details that struc-
tured fields miss [15]. Recent work has shown that inte-
grating structured and unstructured data via NLP can
significantly increase sensitivity in detecting ADRs. For
example, pediatric pharmacovigilance studies demon-
strate that many adverse drug events are recorded only
in clinical notes but not in diagnostic codes or billing
data. NLP pipelines, including rule-based methods, tra-
ditional supervised learning models, and more recently
transformer-based architectures, have been applied to
identify drug-reaction pairs, to extract medication in-
formation from narrative text, and to normalize these
into standard terminologies (e.g.,, RxNorm, MedXN)
[16]. Tools that adopt interoperability standards, such
as Health Level Seven Fast Healthcare Interoperability
Resources (HL7 FHIR), to encode extracted substance,
timing, and reaction attributes help ensure that output
features are usable across institutions [17].

Overall, Figure 1 provides suitable illustration of
how EHR data flows from raw form to a state usable for
predictive modeling. First, multiple raw EHR sources
provide structured data (demographics, prescriptions,
labs, diagnoses, etc.) and unstructured data (clinical
notes, narratives). This raw data must undergo cleaning
and preprocessing: dealing with missing data, stand-
ardizing codes, normalizing units, detecting and re-
moving duplicates or errors, ensuring privacy via de-
identification. After cleaning, feature engineering con-
structs predictors from the data: drug exposure histo-
ries (dose, duration), patient covariates (comorbidities,
age, sex, lab trends), temporal relationships, perhaps
signal features derived from text (frequency of symp-
tom mentions, co-occurrence). Then the modeling stage
applies machine learning or deep learning methods,
perhaps including multimodal models that combine
structured and text-derived features. Finally, model
outputs include risk prediction (probability of an ADR),
risk stratification (low, moderate, high risk), and alerts
or decision support suggestions. The pipeline ensures
that the expressive content of EHRs is converted into
usable features while maintaining validity, transpar-
ency, and reproducibility.
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Figure 1: Pipeline for ADR Prediction Using EHRs Data

Predictive Modeling Approaches for ADRs

There are many approaches that have been found
to be useful in the growing field of ADR prediction.
Such as statistical modeling, machine learning, and
deep learning approaches. Each is associated with dif-
ferent assumptions, strengths, and limitations. Whereas
classical statistical modeling provides interpretability
and simplicity, modern machine learning and deep net-
works seek to capture nonlinearities, interactions, and
high-dimensional signals; hybrid models aim to har-
ness both structured and unstructured data to optimize
performance. We discussed these approaches in detail
under the following headings:

Traditional Statistical Methods

These are the oldest mathematical models that
have been found useful in biomedical prediction. They
include logistic regression and Cox proportional haz-
ards modeling and they have been the starting points in
ADR research. For example, in logistic regression, the
log-odds of an ADR event as a linear function of covari-
ates (drug exposures, patient comorbidities, de-
mographics) is modeled. Its appeal lies in interpretabil-
ity: estimated coefficients can be directly understood as
odds ratios, facilitating clinical insight. Cox propor-
tional hazards models extend this to time-to-event
frameworks, modeling the hazard of ADR occurrence

as a function of covariates over follow-up time, accom-
modating censoring of patients who never experience
the ADR.

Although these models have recorded great suc-
cess in their application, they are faced with a lot of lim-
itations in their application in ADR prediction. Usually
they often assume linear effects (in logistic regression),
proportional hazards (in Cox models), and require prior
specification of interaction terms. In high-dimensional
settings—such as when combining labs, medication his-
tories, and text-derived features—the curse of dimen-
sionality and multicollinearity may hinder perfor-
mance. Furthermore, complex, nonlinear interactions or
latent factors in EHRs may be missed. That said, logistic
regression is still often used as a baseline or benchmark
in comparative modeling studies [18, 19].

Machine Learning Techniques

To overcome the linearity constraints of tradi-
tional models, machine learning (ML) techniques have
been widely adopted in ADR prediction. Core methods
include decision forest and tree-based ensembles (e.g.
random forests, gradient boosting machines), support
vector machines (SVMs), and other kernel methods.
These models are capable of capturing nonlinear rela-
tionships and interactions implicitly, and can usually
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handle higher-dimensional feature spaces as long as
overfitting is managed.

In a notable work, Hu et al. (2024) [19] systemati-
cally reviewed ADR prediction using machine learning
and noted that ensemble models such as random for-
ests, XGBoost, and AdaBoost often outperform simpler
classifiers under appropriate regularization and tuning.
Zhao et al. (2021) [20] applied a variety of ML methods
(SVM, random forest, AdaBoost, XGBoost) on an imbal-
anced EHR-derived ADR dataset, combining struc-
tured and text features, and found that ensemble meth-
ods improved predictive performance and robustness
compared to traditional logistic regression. Addition-
ally, they utilized ensembling in order to reduce the ef-
fects of class imbalance, which is a persistent problem
when the number of adverse drug reaction (ADR) oc-
currences is small in comparison to the number of non-
events.

The adoption of gradient boosting, particularly
XGBoost and LightGBM, has become a popular method
for biomedical predictive tasks. This is because it con-
structs additive models by sequentially focusing on re-
siduals, which enables excellent performance and the
ability to handle missingness. The black-box aspect of
support vector machines (SVMs), as well as the com-
plexity of parameter adjustment, sometimes hinders in-
terpretability and clinical acceptance. However, the po-
tential of SVMs to work in high-dimensional feature
spaces utilizing kernel tricks has led to their employ-
ment in adverse drug reaction (ADR) scenarios.

Overall, these models—even those that employ
strong machine learning methods—generally necessi-
tate meticulous feature building, as well as risk of over-
fitting, and may not exhibit internal transparency. Thus,
many recent efforts have turned to deep learning to fur-
ther push the frontier.

Deep Learning Approaches

Deep learning (DL) architectures are well-suited
to capture complex hierarchical and latent patterns in
large-scale data. In the ADR domain, neural net-
works—including feedforward deep neural networks,
recurrent neural networks (RNNs), and transformer ar-
chitectures —have been used to integrate heterogeneous
features, model longitudinal trajectories, and process
unstructured text.

Moreover, Mohsen et al. (2010) [21] combined
drug-induced gene expression profiles from the Open
TG-GATEs database with FAERS ADR labels to train
deep neural networks for ADR prediction, achieving
mean classification accuracy of 85.7% across modeled
endpoints. This illustrates the power of DL in integrat-
ing multi-omics signals with pharmacovigilance data.

In other work, convolutional neural networks have also
been applied to encode drug and ADR embeddings for
prediction in combination therapies [22].

RNNs, including long short-term memory
(LSTM) networks, are particularly advantageous in
modeling longitudinal EHR sequences —capturing tem-
poral dependencies in lab values, drug changes, and pa-
tient state. Transformer architectures, recently adapted
for healthcare timeseries and clinical text, offer even
greater capacity for modeling long-range dependencies
and attention-based weighting of features.

One recent model, ADRNet, presents a hybrid
collaborative-filtering + representation-learning archi-
tecture that integrates both clinical ADR occurrence
data and non-clinical drug descriptors (e.g. chemical,
biological features). ADRNet uses a shallow collabora-
tive filtering module to capture co-occurrence patterns
and a deep drug representation network to guide latent
embeddings, thus bridging structured and unstruc-
tured (descriptor) domains [23].

Graph neural networks (GNNs) have also gained
traction. Kwak et al. (2020) [24]constructed a drug-dis-
ease graph from claims/EHR disease codes and applied
GNNs to learn node embeddings predictive of drug-
ADR associations; their model achieved AUROC
~0.795, demonstrating the power of relational learning.

Hybrid / Multimodal Models (Structured + Un-
structured Data)

To exploit the full richness of EHRs, hybrid mod-
els that fuse structured features (labs, diagnoses, medi-
cations) and unstructured text features (symptom men-
tions, narrative context) have emerged. It is typical to
use a two-branch architecture: one branch is an ML or
DL pipeline for structured inputs, and the other is an
NLP encoder (for example, BERT or CNN) for text, with
fusion layers integrating latent representations later on.
This enables the model to take use of both numerical
precision and subtleties included in the actual narra-
tive.

For instance, it is frequently discovered that re-
search that employs a combination of structured and
narrative features lead to improvements in sensitivity
or positive predictive value when compared to struc-
tured-only models. The added information provided by
clinical notes is especially useful in resolving ambigu-
ous signals, determining the timing of adverse events,
and distinguishing between incidental symptoms and
those that are related to the medicine in question.

One example of a deep representation model that
utilizes multimodal longitudinal EHRs is Patient2Vec.
Although its major focus was on predicting hospitaliza-
tions rather than adverse drug reactions, its architecture
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provides an illustration of how mixed temporal EHR
data can be used to develop interpretable embeddings.
Its attention mechanism allows one to gain an under-
standing of which visits or features have an impact on
predictions. It is possible to make adjustments to alter-
native dispute resolution (ADR) models by using com-
parable design concepts [25].

Synthesis and Lessons Learned

From the diverse landscape of ADR prediction
modeling, several key patterns emerge. First, there is no
one-size-fits-all algorithm: logistic regression may suf-
fice as a baseline, but more flexible ML and DL models

Model Validation and Evaluation Frameworks

In predictive modeling for adverse drug reactions
(ADRs) using EHRs, building a model is only half the
battle. Without rigorous validation, even a model with
seemingly excellent performance in development can
collapse under new data, overfit to quirks of the devel-
opment set, or produce biased estimates when trans-
ported to other settings. Robust validation guards
against overfitting, quantifies how well the model gen-
eralizes, and helps ensure that risk predictions remain
dependable when deployed in real clinical environ-
ments [26, 27]. Indeed, the dictum “there is no such
thing as a validated model” (i.e., models must continu-
ously be tested and updated) underscores that valida-
tion is never a one-time check but a continuous scrutiny
of performance across settings and time [28].

A central distinction in validation strategies lies
between internal and external validation. Internal vali-
dation evaluates model performance using the same da-
taset (or subsets thereof) on which the model was de-
veloped, typically via cross-validation (e.g., k-fold),
bootstrapping, or split-sample approaches. The aim is
to correct for optimism—i.e., the tendency of a model to
appear overly strong on training data due to overfitting
[27, 29]. Bootstrapping is often preferred because it
makes efficient use of all data and provides optimism-
corrected estimates of performance. In contrast, cross-
validation (e.g. 5- or 10-fold) partitions the data to iter-
atively test “held-out” folds, giving an estimate of re-
producibility. Temporal cross-validation (e.g. training
on earlier time periods, testing on later ones) is espe-
cially relevant in EHR-based studies, where data drift
over time is common.

Yet internal validation alone is insufficient when
the ultimate goal is deploying a model in novel settings.
External validation assesses model performance in da-
tasets entirely independent from the development co-
hort—whether from a different hospital, geographic re-
gion, or time period (temporal validation). Its purpose

are often required to capture EHR complexity. Second,
as model complexity increases, so does the importance
of rigorous validation, regularization, and interpreta-
bility methods (e.g. feature importance, attention
weights). Third, hybrid and multimodal models that
bring together structured, unstructured, and external
drug knowledge (via embeddings or graphs) consist-
ently show promise for improved discriminative abil-
ity. Finally, limitations in data quality, class imbalance,
and generalizability remain major challenges across
studies, which must be carefully addressed in any im-
plementation or translation to clinical practice.

is to evaluate transportability and generalizability [30].
Good external performance suggests that the model has
captured more fundamental patterns rather than idio-
syncrasies of a particular site. However, as Van Calster
et al. (2023) [28] and la Roi-Teeuw et al. (2024) [31] cau-
tion, an external validation in a single new dataset is
never proof of universal validity; models must be as-
sessed across multiple contexts, and calibration drift
over time must be monitored. Misconceptions about ex-
ternal validation—treating it as a singular “seal of ap-
proval” —remain widespread [31].

When assessing model performance, several met-
rics become key. Discrimination—the ability to distin-
guish patients who will develop an ADR from those
who will not—is commonly quantified by the Area Un-
der the Receiver Operating Characteristic (AUC or c-
statistic). In time-to-event settings, concordance (C-in-
dex) may serve a similar role. However, good discrimi-
nation alone 1is insufficient. Calibration, which
measures how closely predicted probabilities align with
observed event frequencies, is often called the Achilles’
heel of predictive models [32]. Calibration assessment
includes calibration-in-the-large (systematic over- or
under-prediction), calibration slope (overfitting/under-
fitting), and graphical calibration plots. A model with
excellent discrimination but poor calibration may mis-
lead clinicians if its probabilities are untrustworthy.
Complementing discrimination and calibration, as-
sessing clinical utility is essential: decision curve analy-
sis, net benefit, and threshold analysis show whether a
model's predictions would lead to better decision-mak-
ing or patient outcomes rather than mere statistical per-
formance [32].

Yet even with internal and external validation
and a full set of metrics, the challenge of generalizability
and transportability across health systems remains for-
midable. Differences in patient populations, case mix,
measurement protocols, medication formularies, and
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practice patterns can degrade performance in new set-
tings. For example, if one hospital uses a different labor-
atory analyzer that shifts reference ranges, or prescribes
different drug brands, predictor distributions might
shift, inducing calibration drift or reduced discrimina-
tion [33]. In addition, heterogeneity in patient features
or coding practices may exacerbate these issues [34].
Further, as newer interventions, changing disease prev-
alence, or updated protocols emerge, the model’s rela-
tionships may become outdated, requiring recalibration
or retraining.

A number of techniques have been suggested in
order to address these difficulties. The ability of the
model to generalize across centers can be evaluated
through the use of internal-external cross-validation,

Key Challenges and Ethical Considerations

The development and deployment of ADR pre-
dictive models using EHRs, faces significant challenges.
These problems are not only technological problems,
they also relate to ethical issues and are discussed in the
subsequent paragraphs. However Table 1 offers action-
able insights that can be followed to address these chal-
lenges.

Amongst these problems are those pertaining to
EHR data quality and missing data. Clinical systems
were not designed for research, therefore data gaps, er-
rors, and inconsistent recording are common. Oppor-
tunistic laboratory tests and vital signs may be rec-
orded, and many patients may overlook critical factors.
Algorithms struggle with numerical features with high
missing fractions because imputation may introduce
bias or variance [37]. A recent study of missing data
management in EHRs indicated that while machine
learning—based imputation algorithms including multi-
ple imputation, KNN, and matrix factorization show
promise, no single approach prevails across use scenar-
ios [38]. Coding errors—mislabeling diagnoses, drug
entries, or adverse events—are widespread and de-
grade model signals. Poor data quality can thus propa-
gate to flawed predictions or overconfident models.

Closely intertwined is the issue of algorithmic
bias and disparities in prediction across demographic
groups. Because EHR data reflect historical care pat-
terns—often marred by existing health inequities—
models trained on them may reproduce or even mag-
nify bias [39, 40]. A canonical example outside ADR
modeling is the algorithm used for risk prediction in
health systems, which assigned lower risk scores to
Black patients with equivalent needs, leading to less ac-
cess to care [41]. In the ADR context, this could mean

which involves splitting by centers or clusters and leav-
ing one center out in each fold. According to Riley et al.
(2016) [35], meta-analyses of performance across exter-
nal validations can provide a quantitative measure of
heterogeneity. It is essential to sustain performance as
practice advances by continuously monitoring and up-
dating dynamic models, periodically recalibrating
them, and employing model updating strategies [36].
Furthermore, the idea of targeted validation empha-
sizes the importance of validating in the population and
setting where the model is expected to be utilized as op-
posed to verifying in arbitrary external cohorts [29]. In
addition, the validation settings, participant selection,
and overall performance heterogeneity need to be re-
ported with complete transparency, such as through
TRIPOD [26].

that minority populations or underserved groups may
systematically receive underpredicted risk, thereby un-
dermining equity in clinical decision support. Reviews
of bias in EHR-based Al emphasize multiple bias
types—selection bias, measurement bias, confounding
bias, temporal bias—and the need for structured miti-
gation strategies [42, 43]. Unless addressed, algorithmic
bias can compromise both fairness and the ethical legit-
imacy of predictive models.

Turning to governance, data privacy, governance,
and the ethics of secondary EHR use must be carefully
negotiated. Clinical narratives, even when de-identi-
fied, may carry re-identification risks, especially when
combined across variables or with external data
sources. Legislation such as GDPR in Europe, and
evolving biomedical data policies, emphasize the need
for transparency, consent, minimal data use, and ac-
countability in algorithmic deployment. Scholars argue
that algorithmic ethics must be proactive, not an after-
thought: embedding algorithmic audits, human-in-the-
loop review, and dynamic compliance monitoring in-
creases trust [44]. In contexts with weaker data protec-
tions, secondary use of EHRs can raise concerns of ex-
ploitation, patient autonomy, and community con-
sent—particularly when certain populations are
overrepresented in datasets.

Even if one overcomes data and governance chal-
lenges, interpretability and explainability of ML and
deep learning models remain a central ethical and prac-
tical hurdle. Clinicians and patients may resist a "black
box" recommendation whose logic cannot be scruti-
nized. Interpretable machine learning (IML) methods—
such as attention mechanisms, feature importance, rule
extraction, surrogate models—attempt to bridge this
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gap. Yet many methods struggle in balancing fidelity
(how closely explanations reflect true model logic) with
simplicity (how understandable they are) [45]. The
healthcare domain demands trust: systems like RE-
TAIN illustrate how reverse-time attention models can
yield predictions while preserving interpretability [46].
Tools such as VBridge have also been proposed to vis-
ually connect explanatory features to patient records to
help clinicians interpret model decisions [42]. Nonethe-
less, poor or misleading explanations may lead to dis-
trust, misunderstanding, or misuse.

Finally, even assuming model performance and
interpretability are adequate, regulatory and clinical ac-
ceptance barriers can stymie adoption. Clinicians may

fear accountability for following or rejecting algorith-
mic advice, especially if the model is unclear. Institu-
tional governance, medical device regulation, and ap-
proval processes vary by jurisdiction, and many regu-
latory frameworks are not yet ready for clinical predic-
tive algorithmic technologies. Unless Al models prove
their value and explainability, physicians may favour
simpler decision criteria or conventional risk scores.
The "last mile" of implementation—integrating fore-
casts into clinical workflows, aligning incentives, re-
training staff, and monitoring—is sometimes harder
than model training.

Table 2: Challenges Associated with Developing and Deploying ADR Prediction Models using EHRs

Challenge Description

Example

Potential Mitigation Strategy

Incomplete data entry High proportions of
missing entries or

variable absence

Lab test values missing | Use robust imputation (multiple

in many patient records | imputation, ML methods), auxiliary

data, or missingness modeling

Coding errors Misclassification of ADR event coded Cross-validation against narrative
diagnoses, drugs, incorrectly or omitted notes, audit samples, NLP to detect
adverse events in ICD codes contradictions

Population bias / Training data Underprediction in Stratified modeling, fairness-aware
disparities unrepresentative of racial minorities training, oversampling or
minority or reweighting, bias audits
marginalized groups,
leading to skewed
performance
Data privacy & Risks to patient Re-identification risk De-identification, federated
governance confidentiality and from combinations of learning, differential privacy, ethics
consent in secondary variables review, transparency policies
EHR use
Interpretability / Black box models Deep NN giving ADR | Use inherently interpretable
explainability whose decisions are risk probability without | architectures, post-hoc explanation

opaque to clinicians insight

methods, attention-based models

Clinical integration /
acceptance barriers to embedding

models into practice

Resistance or logistical | Clinicians ignoring
alerts or refusing to

trust Al output

Engage end-users early, iterative
usability design, clinician—Al
collaboration frameworks,

education
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Clinical and Research Implications

The implementation of prediction models for ad-
verse drug reactions (ADRs) is expected to have a sig-
nificant impact on the fields of pharmacovigilance, clin-
ical decision support, personalized medicine, and the
life cycle of drug development. If such models are care-
fully deployed and validated, they have the potential to
transform the current paradigm of reactive detection of
ADRs into proactive prevention, thereby improving pa-
tient safety, decreasing the burden on healthcare sys-
tems, and catalyzing innovation in the field of drug
safety research.

Pharmacovigilance systems can be greatly im-
proved by predictive ADR models. Spontaneous re-
porting, human case review, and statistical signal detec-
tion can lag behind real-world events in traditional
pharmacovigilance. Using predictive models in surveil-
lance pipelines can speed up ADR identification, prior-
itize high-risk drug—patient combinations for further
assessment, and filter false positives by ranking likely
true signals [47, 48]. Using real-world data, a prelimi-
nary predictive surveillance model identified product
safety signals [49]. By continuously scanning EHRs,
claims, and integrated sources, ADR prediction systems
may catch safety signals earlier than traditional meth-
ods, thus reducing patient harm and informing regula-
tors more swiftly.

Second, the integration of predictive models into
clinical decision support systems (CDSS) is a critical
path to translation. Embedding ADR risk scores or
alerts into the electronic prescribing workflow can help
clinicians anticipate and avoid harmful drug—patient
interactions before they occur. However, to be accepted,
these alerts must be clinically credible, actionable, and
minimally disruptive to workflow. Models should pro-
vide not only a risk probability but also contextual jus-
tification (e.g., contributing risk factors) to support cli-
nician understanding and trust. Furthermore, continu-
ous feedback loops—where clinician responses feed
back into model refinement—can help maintain perfor-
mance in real practice settings [50].

Future Directions in ADR Prediction Research

As the concept of ADR prediction grows, the fron-
tier is moving towards systems that are scalable, pri-
vacy-aware, multimodal, and interpretable systems
that can be implemented across institutions and feature
deeper biological insights. There are a number of new
trajectories that show a great deal of potential and
merit consideration.

Beyond prevention of harm, ADR prediction
models can enhance personalized medicine and risk
stratification. Because patients differ in genetics, comor-
bidities, drug metabolism, and polypharmacy, a one-
size-fits-all approach to drug safety is often inadequate.
Predictive models trained on large, heterogeneous EHR
datasets can uncover individualized risk profiles, ena-
bling tailored prescribing (e.g., selecting safer alterna-
tives, adjusting doses, monitoring more intensively) for
patients at high predicted risk. In this way, ADR pre-
diction becomes a component of precision therapeutics,
aligning safety measures with individual vulnerability.

Moreover, ADR prediction models have an im-
portant role across the drug development and post-
marketing surveillance continuum. During drug devel-
opment, models trained on preclinical, mechanistic,
and early-phase human data may help anticipate safety
liabilities before large trials. For instance, deep learning
models combining gene expression and toxicity data
have shown promise in flagging potential adverse out-
comes early [21]. In post-marketing surveillance, pre-
dictive models may complement spontaneous report-
ing by continuously reassessing risk as new real-world
data accumulate, and by identifying patient subgroups
at disproportionate risk. In regulatory contexts, predic-
tive models may support adaptive safety monitoring,
dynamic labeling, or conditional risk mitigation plans.

On the other hand, these aspirations related to
translation necessitate meticulous coordination. Model
performance needs to be consistent across different en-
vironments, interpretability needs to meet the require-
ments of physicians and regulators, governance frame-
works need to protect patient privacy and responsibil-
ity, and deployment needs to conform to existing clini-
cal infrastructure. As a matter of fact, the most signifi-
cant obstacles frequently encountered in practice do not
originate in the building of the model but in the pro-
cesses of integration, trust, maintenance, and ongoing
validation.

Multi-center and federated learning for ADR
modelling is one of the promising breakthroughs. Hos-
pitals and health systems routinely silo adverse event
data, reducing sample diversity and generalizability.
Federated learning facilitates model training across
sites without exchanging patient-level data, protecting
privacy while learning from more populations [51]. A
federated approach that pooled local models to gener-
ate a global ADR predictor by Choudhury et al. (2020)
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[52] showed that decentralized learning is possible
without losing data sovereignty. Recently, Guo and
Choo (2025) [51] examined how federated learning and
large language models might improve ADR prediction
across institutional borders, particularly for unstruc-
tured clinical material. Nevertheless, federated learning
in healthcare still faces thorny challenges—statistical
heterogeneity (non-IID data), communication over-
head, model aggregation strategies, and privacy attacks
[53]. Advances in meta-learning federated frameworks
(e.g., FedMetaMed) may help models better adapt to lo-
cal idiosyncrasies while benefiting from shared
knowledge [54].

Beyond distributed training, another rich frontier
is the integration of genomics, pharmacogenomics, and
multi-omics data with EHR-derived features. ADR sus-
ceptibility is often mediated by variation in drug me-
tabolism genes, transporters, or molecular pathways;
thus, combining molecular-level data with clinical tra-
jectories can refine risk models. Recent reviews in phar-
macogenomics highlight that Al and multi-omics inte-
gration can improve precision in predicting drug tox-
icity across contexts [55]. The fusion of longitudinal
EHR time series with genotype or expression data could
capture the interplay of patient biology and therapy ex-
posure. In cancer pharmacovigilance and cardiology,
hybrid models that blend omics and clinical features
have begun to show incremental gains over clinical-
only predictors. As sequencing becomes more routine,
this direction will only strengthen.

Closely tied is the drive to design explainable Al
(XAI) techniques tailored for clinical ADR prediction
and adoption. While powerful predictive models are al-
ready feasible, their opaque nature poses a barrier to
use. Recent surveys of XAl in medical settings empha-
size that methods such as SHAP, LIME, counterfactual
explanations, and attention visualization have promise
but often falter in clinical fidelity and interpretability
tradeoffs [56, 57]. The challenge is to tie explanations
back to domain concepts —drug mechanisms, temporal
relationships, lab trends—so clinicians can verify or
contest predictions meaningfully. Emerging hybrid
strategies that embed mechanistic knowledge or causal
constraints, or that extract human-interpretable rules
from deep models, may help bridge this gap. System-
atic benchmarks of XAI methods in real-world ADR da-
tasets remain scant; thus, future work should compare
interpretability techniques under realistic clinical set-
tings, not just synthetic tasks.

Another exciting horizon lies in digital twins,
real-time ADR monitoring, and global EHR collabora-

tions. The notion of a medical digital twin—a continu-
ously updated in silico replica of a patient’s physiolog-
ical and therapeutic state —offers a paradigm in which
ADR risk is simulated and forecast before it emerges
[58]. In such frameworks, the twin may ingest EHR
changes, wearable signals, pharmacokinetic/pharmaco-
dynamic models, and molecular inputs to predict fu-
ture events in silico. The twin could be used to “stress
test” alternate drug regimens and flag high-risk trajec-
tories. In practice, early efforts are underway in cardiol-
ogy and metabolic disease, though ADR-specific instan-
tiations remain nascent [59]. Closely allied is the idea of
real-time ADR monitoring, where streaming EHR data
or device inputs feed prediction engines to detect ad-
verse signals as they unfold, triggering alerts or adap-
tive monitoring. At a broader scale, global EHR collab-
orations (e.g., federations of health systems sharing
model weights or summary statistics) can amplify pop-
ulation diversity, improve external validity, and sup-
port comparative safety meta-analyses.

Given these trajectories, we propose several rec-
ommendations for the research and policy community.
First, researchers should prioritize multi-site, prospec-
tive validation studies: models should be tested in live
EHR settings across geographies and care systems to as-
sess robustness and drift. Second, standardized report-
ing frameworks—extending TRIPOD to cover feder-
ated, multimodal, and XAI models—should be
adopted, ensuring transparency of data provenance,
fairness audits, and explanation methodology. Third,
funding agencies and institutional review boards
should support privacy-preserving data enclaves, fed-
erated infrastructure, and collaborative networks, espe-
cially in low-resource settings. Fourth, policy makers
and regulators must evolve frameworks for algorithmic
safety, liability, and continuous post-deployment mon-
itoring; regulatory paradigms should treat ADR predic-
tion models as evolving medical devices requiring
lifecycle oversight. Finally, bridging the academic—clin-
ical interface is crucial: clinicians, pharmacologists, data
scientists, and informaticians should co-design models,
evaluation protocols, and interpretability interfaces so
that algorithmic insights are actionable, trustworthy,
and aligned with workflow.

In sum, the future of ADR prediction is not simply
more complex models, but smarter architectures —pri-
vacy-aware, interpretable, biologically informed, and
globally generalizable. The confluence of federated
learning, multi-omics integration, explainable Al, digi-
tal twin architectures, and real-time monitoring offers a
roadmap to transform predictive pharmacovigilance
from a hopeful concept into a standard of clinical safety.
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Figure 3: Future Research Roadmap for ADR Prediction Models

Conclusion

This review demonstrates that predictive model-
ing using electronic health records is redefining how
adverse drug reactions are identified and prevented. By
leveraging machine learning, deep learning, and multi-
modal integration, these models promise earlier detec-
tion and improved patient safety compared to tradi-
tional pharmacovigilance methods, which are hindered
by underreporting and delayed signal capture. How-
ever, their potential is constrained by challenges of data
quality, algorithmic bias, interpretability, and limited
clinical uptake. Robust validation—across internal, ex-
ternal, and multi-center settings—remains essential to
ensure models are reliable and generalizable in real-
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